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Part |. Assessment of Existing Business Practices

Part | of the Identity Theft Prevention Progranused to identify areas of potential risk
within Metro Water Services (MWS) standard Custo®ervice business practices.
MWS has selected specific business processes assburith offering or maintaining
accounts, or engaging in other activities that doalse “red flags” indicating the
potential for identity theft.

A. Metro Water Services provides Customer Servarsgnnel with the ability to
request and review a customer’s personal idengfinformation when engaging in
any of the following activities:

71 Open new accounts;

Obtain new water/sewer permit;
] Access existing accounts;
] Modify existing accounts; and/or
] Close existing accounts.

B. Metro Water Services provides customers withatbiéty to do one or more of the
following actions independent of Customer Serviesspnnel (either through an
automated phone system or online), and a custoipersonal idetifying information
is required to complete any of these activities:

"1 Open a new account;

] Access an existing account;

1 Modify an existing account; and/or
] Close an existing account.

Also, if MWS has identified a past occurrence @itity theft that was linked to a
customer’s utility account (an unauthorized openmgdifying or closing of an
account), then they must perform the actions sét fa the following program.



Part I1. Identification of Red Flags

Metro Water Servicesas identified the following items as potential Redg sources «
categories that might indicate an instance of itietiteft.

Consumer report includes a fraud or active dutytake notice of crec
freeze and/or a notice of address discrepancy.

Consumer repoiindicates a pattern of activity that is inconsisteith the
history and usual pattern of activity of the cuséojrsuch as a recent ¢
significant increase in the volume of inquiries.

Documents provided for identification appear todnhaeen altered or forged.

Photograph, physical description and/or other mfation on th
identification is not consistent with the appearnt the person present
the identification.

Information on the identification is not consistewith realily accessibl
information that is on file with the Utility, sucks property tax records or NES.

Information provided is inconsistent when comparadainst extern
information sources (address does not match anyessldn the consurr
report and/osocial security number has not been issued orsisceed wit
a deceased person).

Information provided by the customer is inconsisteith other informatio
provided by the customer (no correlation betweeN &8ige and date of birtl

Information provided is associated with known fraudulent \atgti (addres
and/or phone number on an application is the sanleeaaddress provided o
previous fraudulent application).

Information provided is of a type commonly assamiatvith fraudlent activity
(address on an application is fictitious and/orrm@haumber is invalid).

Social security number, address and/or telephonmeruprovided is the same
or similar to ones provided by another customer.

Customer fails to provide all required personahtidging information.

Customer account is used in a manner that is nasisient with establish
patterns of actity on the account, for example, nonpayment wheare is n
history of late or missed payments.

Personal identifying information provided is nohsstent with personal
identifying information that is on file.

Customer cannot provide authenticating informati@yond that which genera
would be available from a consumer report, (drivéicense, student id, etc.).
Mail sent to the customer is returned repeatedlyurdeliverable althou
transactions continue to be conducted in connectiath the customer
account

Utility is notified that the customer is not receiy account statements.

Utility is notified that it has opened a fraudulestcount for a pers:
engaged in identity theft.



Part I11. Detection of Red Flags

Part Ill of the Identity Theft Prevention Prograddeesses the process of detecting Red
Flags as related to possible identity theft duNM\yS’s routine handling of new and/or
existing accounts. The following is a list of detec methods that the Utility uses to
prevent identity theft.

Require customers to present government-issuedifidahon information to open a ne
account.
Verification through documents:
Individual — Unexpired government issued identtfi@a evidencing
nationality or residence and bearing a photograinoilar safeguard,
such as a driver’s license.

Corporation, Partnership, or Trust — Documents shgwhe existence of
the entity, such as certified articles or incorpiorg a government issued
business license, a partnership agreement, oritiststiment.

Verification through non-documentary methods:
Customer will supply the following information: ma, date of birth,
social security number, address, phone number.

Contact the customer (in the case of phone ornetesetup of new utility
accounts)

Verify personal identification information usingcagds on file with the
Utility or through a third-party source such asoasumer reporting
agency.

When fielding a request to access and/or modifgxasting account (such as a change
of billing addess), verify identity of customer by requestingafic pieces of persor
identifying information (identification with the mebilling address and/or
documentation proving shift of financial liability)

If new banking information is provided for electropayment of accounts, cross-check
ownership of the new banking account with the augtoname on the utility account by
contacting the appropriate financial institution.

For online or automated phone system access df/@dcount, require the estahiment
of security questions during the initial set-ugtué account.



Part V. Prevention and Mitigation

Part IV of the Identity Theft Prevention Programtaile response actions for MWS
personnel if the personnel have observed a Red d&dagciated wh a new or existir
utility account. One of more of the following act®will be taken by the Utility to recti
the situation.

« MWS will not open a new account (after review of theegente
identifying information and discussion with depagtm supervisor)

* For an existing account, MW8&ay discontinue the services associ
with that account and/or:

» Continue to monitor the account for evidence ohtdg theft and
contact the customer to discuss possible actions.

» Change the passwords, security codes, or otherigedavices that
permit access to an existing account.

* Reopen an existing account with a new account numbe

» Close an existing account.

 If MWS has identified an instance of identity thef$sociated wit ar
unpaid account, MW3uill not attempt to collect on the account or $b#
account to a debt collector.

* MWS will contact the consumer to advise them ofittemntity theft.
*  MWS may determine no response is called for.

* In determining an appropriate response, MWS wilhsider aggravatir
factors that may heighten the risk of identity theftich as a data secu
incident that results in unauthorized access tastomer’s account recol
held by MWS or a third party aa notice that a customer has prov
information related to a covered account to somédaelulently claimin
to represent MWS or to a fraudulent website.

» If applicable, MWSwill provide the consumer reporting agencies vé
description of the identity theft event.

» For all instances of suspected or confirmed idgmtieft, MWSwill notify
local law enforcement and will provide them with e relevant detai
associated with the identity theft event.



Part V. Program Administration

Program administration is an important part of tentity Thet Prevention Prograr
This section details the training requirements, uahrprogram review, approval &
adoption process and annual reporting requirentbatsare associated with this Program.

A. Staff Training

Any employee with the ability to openngw account, or access/manage/close an e»
account will receive training on identifying andtelgting Red Flags. They will also
trained in the appropriate response actions iretteat that an instance of identity the
suspected. Key managemepersonnel in appropriate departments will alsoein&
training on the contents of this Program. As neagssemployees will be reainec
annually if the Program is updated to include neethuds of identifying and detecti
Red Flags, or if new response actions are impleadent

B. Program Review and Update

MWS will review and update the Program annually toleef changes in risks
customers from identity theft based on factors sagh

Previous identify theft experiences at MWS.

Changes in methods of identity theft.

Changes in methods to detect, prevent, and retigantity theft.
Changes in the types of accounts that MWS offersaintains.

Changes in the business arrangements of MW8luding merger
acquisitions, alliances, joint ventures, and sergiovider arrangements.

C. Program Approval and Adoption

This Program and revisions have been reviewed ppabaed by MWS’ director.

Metro Water Services has assigned the following M3&8f member, Lisa Russetb be
responsible for the oversightlevelopment, implementation and administrationtte
Program. Annually, the designated staff member wélvelop the annual report
described in Section D that will address compliapicBIWS with this Program. MW
responsible for reviewing this repahd approving material changes to the Progre
necessary to address changing identity theft risks.



D. Annual Reporting

MWS will provide an annual report to the directof MIWS that details MWS’
compliance with the Federal Trade Commission’s Reads Rule. The report will addre
matters related to the Program and address sdwpialareas including:

Effectiveness of the policies and procedurdgl¥fS in addressing the

risk of identity theft in connection with the opegiof new accounts and with
respect to the management of existing accounts;

Service provider arrangements;

Significant incidents involving identity thedihd management’s response; and,
Recommendations for material changes to thgr&na.

E. Service Provider Oversight

Whenever MWS engages a service provider to perforractivity in connection witlbne
or more of the customer accounts, MWAI verify that the activity of the servi
provider is conducted in accordance with reasonpblieies and procedures designe
detect, prevent, and mitigate the risk of identhgft. To accomplish this, MWiill
require the service provider by contract to haviecgs and procedures to detect reler
Red Flags that may arise in the performance oféneice provider’s activities, and eit
report the Red Flags to MWS, or to take appropiséé@s to mvent or mitigate identi
theft.



Part VI. Additional Security Information

While utilities are not required by the Federal d@aCommission to implement 1
following business practices, MWS has elected tthedollowing:

1. Checking references or doing background cheeksre hiring employees who
will have access to customer information.

2. Asking every new employee to sign an agreeraefalow the Utility’s
confidentiality and security standards for handimigtomer information.

3. Limiting access to customer information to employeeshave a business reas

to see it. For example, give employees who respoidstomer inquiries access
to customer files, but only to the extent they niéd do their jobs.

4. Controlling access t@ssitive information by requiring employees to Usteong”
passwords that must be changed on a regular hisigy password-activated
screen savers to lock employee computers afteriadpef inactivity.

5. Developing policies for appropriate use andqution of laptops, PDAs, cell
phones, or other mobile devices. For example, rsake employees store these
devices in a secure place when not in use. Alstsider that customer
information in encrypted files will be better proted in case of theft of such a

device.
6. Training employees to take basic steps to rihe security, confidentiality,

and integrity of customer information, including:

Locking rooms and file cabinets where records ay;k

Not sharing or openly posting employee passwordgirk areas;

Encrypting sensitive customer information whers itransmitted electronically v
public networks;

Referring calls or other requests for customerrimétion to designated ;

Reporting suspicious attempts to obtain custonfernmation to designated
personnel.

7. Regularly reminding all employees of the Ugibtpolicy — and the legal
requirement — to keep customer information secacteanfidential. For
example, considgoosting reminders about their responsibilitygecurity in aree
where customer information is stored, like file m0

8. Developing policies for employees who telecortenkor example, consider
whether or how employees should be allowed to kegecess customer data at
home. Also, require employees who use personal atargto store or access
customer data to use protections against virupgs/ae, and other unauthorized

intrusions. S
9. Imposing disciplinary measures for securiiiqy violations.
10. Preventing terminated employees from aaugssistomer information by

immediately deactivating their passwords and uaeras and taking other
appropriate measures.

11. Know where sensitive customer information et and store it securely. Make
sure only authorized employees have access. For@aa

Ensure that storage areas are protected againstictesy or damage fro
physical hazards, like fire or floods.



Store records in a room or cabinet that is lockbémwunattended.

When customer information is stored on a serveotber computer, ensure t
the computer is accessible only with a “strong” wawzd and is kept in
physically-secure area.

Where possible, avoigtoring sensitive customer data on a computer \af
Internet connection.

Maintain secure backup records and keep archivedsggure by storing it diffie
and in a physically-secure area.

Maintain a careful inventory of the Utility’computers and any other equipn
on which customer information may be stored.

12. Take steps to ensure the secure transmissicustdmer information. For example:

When transmitting credit card information or otkensitive financial data, use
a Secure Sockets Layer (SSL) or other secure ctiangso that the information is
protected in transit.

If the Utility collects information online directlirom customers, make secure
transmission automatic. Caution customers agaiassmitting sensitive data, like
account numbers, via email or in response to aaoligited email or pop-up
message.

If the Utility must transmit sensitive data by efr@ier the Internet, be sure to
encrypt the data.

13. Dispose of customer information in a secure a&y, where applicable, consistent
with the FTC’s Disposal Ruleyww.ftc.gov/0s/2004/11/041118disposalfrn.pdf
MWS currently has a records retention policy incpland a coordinator who updates
and maintains the policy.

14. Maintaining up-to-datand appropriate programs and controls to prevesuttiorize
access to customer information. Be sure to:

Check with software vendors regularly to get argdat patches that resolve
software vulnerabilities;

Use anti-virus and anti-spyware software that ugglatitomatically;

Maintain up-to-date firewalls, particularly if ugirm broadband Internet
connection or allow employees to connect to thevot from home or other off-site
locations;

Regularly ensure that ports not used for Utilitgimess are closed; and

Promptly pass along information and instructionengloyees regarding any new
security risks or possible breaches.

15. Considering notifying consumers, law enforcethand/or businesses in the event of
a security breach. For example:
Notify consumers if their personal information iggect to a breach that poses a
significant risk of identity theft or related harm;
Notify law enforcement if the breach may involvéeranal activity or there is
evidence that the breach has resulted in idemtéft obr related harm;
Notify the credit bureaus and other businessestiagtbe affected by the breach.
See Information Compromise and the Risk of Iderithgft: Guidance for Your
Business atvww.ftc.gov/bcp/edu/pubs/business/idtheft/bus59;end
Check to see if breach notification is requiredemapplicable state law.







